Restrictive blind issuing of secret-key certificates in parallel mode by Brands, S.A. (Stefan)
Centrum voor Wiskunde en Informatica
REPORTRAPPORT
Restrictive blind issuing of secret-key certificates in parallel 
mode
S.A. Brands






1090 GB  Amsterdam
The Netherlands
CWI is the National Research Institute for Mathematics
and Computer Science. CWI is part of the Stichting
Mathematisch Centrum (SMC), the Dutch foundation
for promotion of mathematics and computer science
and their applications.
SMC is sponsored by the Netherlands Organization for
Scientific Research (NWO). CWI is a member of
ERCIM, the European Research Consortium for
Informatics and Mathematics.
Copyright © Stichting Mathematisch Centrum
P.O. Box 94079, 1090 GB  Amsterdam (NL)
Kruislaan 413, 1098 SJ  Amsterdam (NL)
Telephone +31 20 592 9333





  "!$#%&'()*,+ )-
. &	
/0213	4





yAŁACA Łg gEPzAŁj\J\,ŁAj  LŁe` Eeg ` ^¡zz¢ŁAb v£`gn¤zAj¥¡zL¡gjA¦¥\£``§ n¤zg  \¨zA¦,^¤zAE\W Ł\ ¨z
¤z e¦©ª£eC(}C	 «Ee¬UejA Cn­ª¢¦¢C®2¯°\£g  C¡gb ¥b«­­,Cg ±`e LRAŁC£Cg ¬²efl °¡z L¡zjEe¦³rbv­ª¢¦d ´C ` 
\£eAIAŁj\JAŁAj  LŁe` Age ^¡zz¢ŁAb ª I¢¦CCy^­bX\£`j­µ e\´ Ł\ ¨g¶¤z  e¦¶\¨zjI©ª£eC,}C ,¡`jWC  g
­ªb¦CC®¶·§ ²\£e«¡z¢z¸vzXŁAb¸AŁA\eAErbi\£e«¢e¦Cjr C ` L¹ºCC­ªb¦b LA¦(¡zz¢ŁAb ,j¶Ej  ff¡zAj ¨gA¦³¢e¦CjP\£e
­ªb¦b LŁe` LC¹²gn X\£e` b¡C¡z  Łeb¤g   ¸¶°¡z´ ¨jgŁ\g¡zzAŁ\e ff­IAŁj£`bg A­ª§¸¢¨zC e\W¢`A¡z¢ A®
»I¼	½ff½U¾U¿rÀeÁÂeÃÄiÅ ÆjÇÇÈ ÉPÂÆjÃ}ÈrÊjËÌÍjÎCÎ¢Í\ÏgÐºÑzÒjÓIÔjÕ












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































QB¢ZP0!"(>FeIB Ff Off§kaC!fi\y(/D.0!(;Gfiffix1,¦=fl &$\y&(>F ¡±¨¤'=)>fiffifi>"#!6(xGr$&fiRµ&(/$














































































! =fi>)ffi&fiffi$;a´Nfiffi \7fi-&$/8)>$'fiffi(>F ¡ ¨¤&Q)BòG $&fi =fi>)>! sh!,$&fiffi&!$&!4 ,=fl
<
6(;a






















n"B¢ZP0!"(>FfIB Fq /Á ¾e$'fiU!¾¨i0#fiffi{¸"fiffi)ffi:$/!(qGxT3fi>(;$&&)ffi$/+6fiÇZP! sS(&(/:"!È¨¤'a
$&Q)ffi(G Qfi>)-'fi-$/a´Nfi-¢\7fi-&$&#8)5i$'fi>(ffiF¡É\7fiffi!,$&/:fl +6={èz(/g,:!"fiòfiffi! sh!"G&fl $&)5
|\ès;~-FqT3fi
<


















"B ÂffËffiF4è B#F­efiffi#fl !.FiWMB4¸%B#Fy &¾efi-?ôÂff#'fiffi)ffi$&!(3!Ì\&
<
$'0
<
=F¡bs¸?¸?¸¬D.0i!(>Bksh!GB
D7fi>/HsªDa;6QF¾eE+kBc_/]n"F
<<
B4nZ6ZiaªnXZ"B
_"B ,4!g=(>FÂuB#F
6
7iÒuÍ<:_Ï8+:ÎÍ8"Ë&7iÒuÍ<:ÏyÊ7r>ÒÍ-Ð@ËeÉt8ffÐGpQÐPr-Í-Ê~ŁsÍ7iÊøiFÑ\fiffi(&fi5QF¾efi-?±§P&gkF
c_/]n"B
c&X"Byèt6(;$0§µFkIBdIB+Å5B F 'Ôr'fi5i$'fi>(;$3G$/fiNfi>(/$
<
/flJfi>(%!O/$/fl fi-$&)
<
&6'fiffi(&(;!(345+,!
_#+6fiffi!HflJQQ::(ffiF¡ffWRi$&fi-flx$/)ffi(%Gf\7fl
<
:"$0$/!.F"¾eB4jj"Fc&_/]0_"F
<<
B.cX/]ja¦kcX!!X"B
úû©ÒffÓeÓ4þ	
Ô
sh!q$&(A
<<
fiffi!" `$/fif
<<
#)5i$&!`GP$&fi\#flJflu:"!v>$&!R$&fi>)'!WX:fi\$'b1$&L$&fiJÔr:#:Qa
Õff:(/WX:4$'fi-N14(/fi>q)>fiffi/$&#8)5$&fi\(&)'fi-fl fi|8'(;$Afi-"fl
<
fi5~r!K$&fif=)'!//ah1(&fiffiM)ffififfi&$/8)>$'fi
(&)'fiffiflJfi`|(/fi>)ffi!Vfiifl
<
fiE~ff(Afiffi(&)-&1Ifi>q!M6fiffi!fiffi0iP$&fiffi/fl (oG7$/fi_Gw:!)ffi$/!

|;~-BJsh!t1I$&
)5(&fi>(o8'(;$@$/fiJ:!"fl ="8fi>F	/#!4
<
&$'=)>P(A(/E?%!.F9!M$&fiffi!t#$'(Aflfflu:!v>fiffiq)ffi:!"a
$'fi-
<
i&$u(@(/l?%!]1IfiffiE?À#$5BLD	Kfiffifl
<
4(;v>fiJ$&fix(;fl
<
fiffl fiffi)'4!)>(uG%$&fix#flJflu:"!v>$&!
$'fiffi)'!W,:fiF! (/,flu1I)A!fl fiA4(e1fiffififfi!`#!=$/'=":)ffifi>RG

|}¢"~F(/ $&4i$e1,O)>fl
<
/!_$&fi
:!flJ="8fiffi
<
'$&Q)ffi	$'J$/fi*#flJfl@:!vffifi>
<
&$'=)>	#$e)>!R#!(/$'!,$&#b1fio(&fiffififfi!KE? $' 
<<
#
$&fi7Gw:!)-$&!

|/¿~	$'r$/fi7:!"fl ="8fi>
<
&$'=)>(>BµTpfi-fl fi-flu1Ififfi$/4$¤#!u$&fiyflfflu:!v>fi>
<
'$'a
)>(>Fl$&fiP(/fi>)ffi!ui':flJfiffi!,$G
Ù
|/~FE?%fiffi!@)>fl
<
:$/!
û
F)>!o1fi9)>fl
<
:"$'fi>AGw'fl

|¢Q~.!*¯
|}$/fi71#!Q!pG})ffi$&5F6fiffiWX:4$&rá
Û
ø
|
×ff×
~

flJ=\¼x!u$/fi78&(/$9fi-"fl
<
fiy!
Ø


|
×ff×
~

flJ=r½
!R$&fi\(/fi>)>!4~-F	":fiu$' $/fiu8'(;$N'fiffiW,:"'fi-fl fi-!,$NG

|;~B*D	xfl g6fiu$/(ffflJ&fi@fi-
<
#)-$5Fk$&fi
1#!"#!uGµ¢ (%fi>(/)ffi&#1fiffiO:(;!\$/fiO ffid¡_(/,flu1ICFfiffi!$&#!\flu:$/
<
#)>$&!.B
hCTl0»3»Lq`jtª [ ¼!¼
  
ñ ó
	
¹
º
»
¢J®¿ã{ñ
Û
flJQ_¼
¢

êêê
â
ø

³
á
ø
ó
	
¹ º
»
á
ß
ó	
¹
Û
×


®¿ã
×
wâ
Û
ø

flJQ\¼
û
®¿ã
Ù
|
×

³
¢*5á
Û
ø
|
×ff×
~ 

flJ=f¼~
û
®dã
û0
á
ß
fl =
Ö
û
ê0ê4êO
ú\®dãí|Ü
Ý
ä}åæ
~  ñ¥flJQ_¼
ú

êêê
ú
Û
|
×ff×
w~Õ

fl =_¼

ã¢
ú

®¿ã{úá
ø
|
×e×
w~
flfi4ffi
 
ì "Û
â
5fi
ø

flJ=f¼
ff&!4I(/(/:#!
<
'$&Q)ffi9|8'(;$efi"fl
<
fiE~
  
ñ ó
	
¹
º
»
¢J®¿ã{ñ
Û
flJQ_¼
Ö
|¢Q~

êêê
â
ø

³
á
ø
ó
	
¹
º
»
á
ß
ó	
¹
Û
×


®¿ã
×
wâ
Û
ø

flJQ\¼
û
®¿ã
Ù
|
×

³
Ö
|¢@5á
Û
ø
|
×ff×
~


flJ=\¼.~~
û
®dã
û


á
ß
fl =
Ö
û
ê0ê4êO
ú\®dãí|Ü
Ý
ä}åæ
~

ñ¥flJQ_¼
ú

êêê
Ö
|ú
Û
|
×e×
w~Õ

fl =\¼.~

ã
Ö
|¢Q~
ú

®¿ã{úá
ø
|
×e×
w~
flfi4ffi
 
ì "Û
â
5fi
ø

flJ=f¼
shflfflu:!v>fiffiH(&(;:!
<
&$'=)>9|}8&(/$pfi-"fl
<
fiE~
hCTl0»3»Lq`jtª [ ¼E
x 
ñ ó
	
¹>=
¢ ®¿ã
Ø
î
fl =N½
¢

êêê
â
ø

³
á
ø
³
á
ß
ó
	
¹?=
× 

®dã
×

Ø
ä

æ
flJQN½
û
®dã
Ù
|
×

³
¢@
Ø


|
×ff×
~ 

flJ=r½k~
û
®dã
û0
á
ß
flJQ
;
û
ê0ê4êO
úu®dã
û
|Ü
^Ý
â
Õ
~

ñ¥flJQ
;
ú

êêê
Ø
ý
|
×ff×
~OÕ

flJQN½

ã{¢
ú

®dã{ú

á
ø
mû
â
ø
kflJ=
;
ff&!(&(/:"!
<
&$'=)>2|(&fiffi)>!Ofiifl
<
fiE~
x 
ñ ó
	
¹>=
¢ ®¿ã
Ø
îJfl =N½
Ö
|¢Q~

êêê
â
ø

³
á
ø
³
á
ß
ó
	
¹?=
×


®dã
×

Ø
ä

æ
flJQN½
û

®dã
Ù
|
×


³
Ö
|¢@
Ø


|
×ff×
w~

fl =N½k~~
û
®dã
û0
á
ß
flJQ
;
û
ê0ê4êO
úu®dã
û
|Ü
^Ý
â
Õ
~

ñ¥flJQ
;
ú

êêê
Ö
|
Ø
ý
|
×ff×
~
Õ
flJ=A½4~

ã
Ö
|}¢Q~
ú

®dã{ú

á
ø
mû
â
ø
kflJ=
;
shflJflu:"!vffifi>b(/(/:#!
<
'$&Q)ffi9|}(&fi>)ffi!Ofi-"fl
<
fi5~
